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Summary of characteristics  
 

 Single character 
frequency  

Digram 
frequency( spaces  
ignored) 

Autocorrelation 
(spaces ignored) 

Index of 
coincidence  

Cipher text 0 In the histogram, 
it can be seen that 
Q and N are the 
most frequent 
letters of the 
cipher text with 
an average of 6.6. 
On the other 
hand, the letter O 
and J are the least 
that are seen with 
the same 
percentage of 
around 1.8. all 
other letters are 
on a percentage 
of 2% to almost 
6%. 

The frequency is 
varying from 22 
to 6 with a large 
difference in 
between. HQ was 
seen 22 times 
and then drops 
become large till 
3. After that the 
drops are almost 
of no difference. 
 

The peaks are 
constant with 50 
characters that 
match being the 
highest with an 
offset of almost 
12. On the other 
hand, the least 
number of 
characters that 
match is around 
10 with an offset 
of around 160. 
 

The IC is 
somewhere 
between 0.056 
and 0.0399. From 
2 to 5 it could be 
seen there are 
big drops of 
almost 0.006 to 
0.002 while after 
that the drop are 
less and 
consistent. 
 

Cipher text 1 In the histogram, 
the most frequent 
letter shows E 
with a percentage 
of around 6.5. On 
the other hand 
the least 
character shows Q 
with a percentage 
of around 2.  

The frequency is 
very low with a 
maximum 
frequency of 8 
and a minimum 
of 5. The 
difference from 
frequency to 
frequency are 
similar or with 
same frequency.  
 

The peaks are 
constants and 
with almost 
specific intervals 
of 7. The highest 
number of 
characters that 
match around 65 
with an offset of 
around 10. The 
least being less 
than 15 with 
different offsets 
varying from 80 
to more than 
180.  
 

The IC is similar 
to the previous 
IC, it follows the 
same result but 
with a bit of 
difference. There 
are some minor 
difference which 
hardly can be 
seen such as 2 
with IC 0f 
0.056727 and 3 
with 0.050636. 
 

Cipher text 2 In the histogram, 
the most frequent 
letter is U with a 
frequency of 
around 13. On the 
other hand least 
letter is Z with 
almost no 
frequency.  

Constant 
dropping from 26 
down to 11. PA 
and TG being the 
highest that is 
seen. On the 
other hand the 
lowest that is 
seen is BG with a 
frequency of 11. 
 

 
The peaks and 
drops are 
random with no 
pattern followed. 
A few bars that 
has more than 65 
characters that 
match with 
different offsets 

The IC is between 
almost 0.07 to IC 
of 0.0399.  The 
drops are large 
such as 1 with 
0.069 but 
starting to get 
smaller on the 
way down.  
 
 



varying from 10 
to 150. 
 

 
 
 

 
Cipher text 3 In the histogram, 

the letter E 
appears the most 
of around 14% 
frequency. On the 
other hand the 
letter Z appears 
the least of less 
than 1% 
frequency.  

 
Big drops were 
seen in the first 
row with almost 
7 and a pair of 
TE. Then the 
drops started to 
be constant. 
 

The peaks and 
drops are 
random. Around 
two bars that has 
more than 65 
characters that 
match with an 
offset of around 
34 and 60. The 
minimum bar 
that could be 
seen in offset 
135 with less 20 
characters  

 

 
The IC is similar 
to the previous 
case. When it is 
decreasing the 
drops becomes 
smaller.  
 

 

  



Question 2 

 
 Single character 

frequency  
Digram 
frequency  

Autocorrelation  Index of 
coincidence  

Random simple 
substitution 
Cipher  

This cipher 
substitute a 
random alphabet 
of the cipher text 
to another 
alphabet. 
Therefore the 
profile of the 
frequency 
distribution is 
still similar. Thus, 
the frequency 
profile will be 
similar to that of 
English frequency 
distribution. In 
this we could 
replace the most 
common 
alphabet with E 
and so on.  
 

This is also the 
same, the pairs 
of characters 
profile could be 
similar to that of 
English  

Random peaks 
and spikes of 
characters  

The IC of this 
cipher is high 
which is close to 
0.070 which 
means similar to 
plain text. Then 
this will be 
probably 
transposition 
cipher or 
substitution 
cipher. 
Combining this 
with the 
frequency 
analysis we could 
conclude used 
because this 
cipher frequency 
follows the same 
profile as English 
frequency profile 

Vigenere Cipher  Uniform 
frequency of the 
chart.  
Comparing the 
frequencies of 
text enciphered 
with a 
substitution 
cipher and 
another piece of 
text enciphered 
with the 
Vigenere cipher, 
we see that the 
frequency 
distribution is 
much flatter for 
the Vigenere 
cipher text. This 
could help us to 
differentiate 
between 
vigenere and 

The frequencies 
are hardly 
different from 
each other. 
 
 
 
 
 

 

It contains a 
pattern of spike 
with almost the 
same interval  
Therefore, 
combining this 
with the result of 
other 
characteristics 
we can conclude 
this cipher is 
used.  

The IC of this 
cipher is low 
close to 0.04 
which means it 
can be one of 
two, vinegere or 
hill cipher. As 
long as the IC is 
low we could 
then compare 
this and use 
other 
characteristics to 
help use know 
for sure.  



other ciphers 
such as simple 
substitution 
ciphers. 

Transposition 
Cipher 

As this cipher 
shifts the 
positions of the 
characters 
without changing 
them, the letters 
of the cipher text 
and plain text will 
be the same and 
similar to English 
frequency 
distribution.  
The letter E, T 
and A are most 
frequent in this 
frequency which 
is similar to 
English 
frequency. Thus, 
we could 
probably say it is 
this cipher from 
looking to this 
chart and 
compare it to 
English 
distribution 
chart.  
  

This is digram 
frequency is 
expected to look 
for characters of 
two letters that 
are most 
common to 
English 
distribution pair 
character 
frequency. 

Random peaks 
and spikes of 
characters 

The IC of this 
cipher is high 
which is close to 
0.070 which 
means similar to 
plain text. Then 
this will be 
probably 
transposition 
cipher or 
substitution 
cipher. If we use 
this 
characteristics 
with the single 
character 
frequency 
analysis, we 
could conclude 
the cipher used. 

2 x 2 hill Cipher The length of the 
bars are almost 
constant similar 
comparing to 
other ciphers 
that are similar 
to English 
frequency 
analysis such as 
substitution and 
transposition 
ciphers. Thus we 
can differentiate 
this cipher from 
substitution and 
transposition by 
this characteristic  

There are lots of 
differences 
among the 
frequency 
analysis. 

Lots of constant 
peaks but 
without specific 
intervals. 
 
 
 

 

The IC of this 
cipher is as close 
as 0.04.  

 



Which cipher is for which cipher text: 
2.txt was encrypted using random simple substitution cipher according to the single frequency 
analysis and index of coincidence. The profile of the distribution is similar to that of English 
distribution but with different alphabets. Also, the IC of this cipher text shows 0.0699 which is similar 
to IC of English. Combining these characteristics we can conclude that this cipher text used this 
random simple substitution cipher. 

3.txt was encrypted using transposition cipher because the alphabets in the frequency distribution 
shows the same as the one of English frequency analysis with E and T the highest. The IC is also 
another indicator that this cipher is transposition cipher as it is close to English IC.  

1.txt was encrypted using vigenere cipher. From seeing the frequency analysis we can conclude that 
this cipher is not either transposition cipher or simple substitution cipher because the frequency 
analysis is smother for vigenere cipher. When we go to the IC we also can conclude it is either hill 
cipher or vigenere cipher as they both have low IC. However we can conclude this is a vigenere 
cipher because the autocorrelation has constant peaks with the same interval (7 in this case) but it 
cannot be seen in any other cipher text autocorrelations. This characteristic was the way to figure 
out which text was encrypted using the vigenere.  

0.txt was encrypted using 2x2 hill cipher. As explained above, the frequency analysis helped us to 
determine that this cipher is not substitution or transposition cipher. However, we can say that this 
cipher used the hill cipher because the autocorrelation was random without specific intervals. 

Question 3 
Random simple substitution cipher 
The frequency analysis shows us the most frequent letters and the least letters. By guessing and 
using the English frequency distribution to our benefits, we could easily find the encrypted text. This 
is due to random simple substitution cipher replacing the characters of the plain text to a cipher text 
letters but the frequency distribution will be the same. For example, the English text most common 
letters are E and T, we could guess that the most two frequent letters are E and T which are U and P 
in the statics above.  

U = E 

P = T  

We keep guessing and replacing letters of cipher text with letters of the plain text until we find the 
decryption key, then we use the key to decrypt the whole text.  

 

Transposition cipher  
A transposition cipher permute characters of the text in a fixed period d and permutation f. to 
decrypt we need to find the period and a permutation. From the statics above we knew that this text 
is using transposition cipher because of the frequency distribution being similar to English 
distribution. We can then use the knowledge of the plain text by looking at the frequency single 
character and digram.  

First we obtain some of the cipher text and divide it into a blocks of 2, 3, 4, 5 (period) and rearrange 
the letters until we find readable words. Once we find a reasonable amount of readable text we then 
write the decryption key with the period and apply it to the whole text.  



 

Vigenere cipher  
The vigenere cipher uses the table of tableau together with a keyword to encrypt a text. Therefore, 
to cryptanalyze this cipher, we first need to determine the length of the key. We can determine the 
length of the key by using the autocorrelation from the statics found above. Once the key is found, 
we can break the ciphertext into many simple substitution cipher texts of length d. That is because 
for a keyword of length d, in this case it is probably 7, the key will be repeated with the same 
keyword. When seeing the vigenere tableau, this equals to using d simple substitution ciphers. Then 
we analyse these ciphers by using the frequency analysis and other techniques till we construct the 
key. After that we use the key to decrypt the whole text. 

Decryption key  

pi = ci − ki (mod 26) 

 

2x2 hill cipher  
We can cryptanalyze this cipher by known-plain text technique. We guess a pair of plaintext then we 
take most frequent pair in the digram and autocorrelation and we apply the formula of known plain 
text. Then, we get do the formula to get the possible key. After that we apply the key to the 
ciphertext and see whether this key decrypt the cipher text. If not we guess other pairs of the plain 
text until we find the key used. 

This is shown in question 5 below. 

 

 

Question 4 
Substitution cipher, 2.txt  
Crypto tool 2 was used to decrypt the cipher text below: 

IMSELFHE RAN TO THE RIVER AND THREW HIS AX IN THEN SAT DOWN UPON THE BANK TOLAMENT HIS 
SAD FATEMERCURY APPEARED AS BEFORE AND DEMANDED TO KNOW THE CAUSE OF HIS GRIEFAFTER 
HEARING THE MANS ACCOUNT HE DIVED AND BROUGHT UP A GOLDEN AXAND ASKED THE MAN IF THAT 
WAS HISTRANSPORTED AT THE SIGHT OF THE PRECIOUS METAL THE FELLOW EAGERLYANSWERED THAT 
IT WAS AND GREEDILY ATTEMPTED TO SNATCH IT THE GODDETECTING HIS FALSEHOOD AND GREED 
NOT ONLY DECLINED TO GIVE HIM THEGOLDEN AX BUT REFUSED TO RECOVER FOR HIM HIS OWNTHE 
RAT AND THE ELEPHANTA RAT TRAVELING ON THE HIGHWAY MET A HUGE ELEPHANT BEARING HIS 
ROYALMASTER AND THE MASTERS FAVORITE DOG CAT PARROT AND MONKEY BEHINDTHEM CAME A 
RETINUE OF SERVANTS AND MANY COURTIERSAN ADMIRING CROWD FOLLOWED THE GREAT BEAST 
AND HIS ATTENDANTS SO THATTHE ENTIRE ROAD WAS FILLEDHOW FOOLISH YOU ARE SAID THE RAT TO 
THE PEOPLE TO MAKE SUCH A FUSSAT SEEING AN ELEPHANT IS IT HIS GREAT BULK THAT YOU SO MUCH 
ADMIREMERE SIZE IS NOTHING AT MOST I 
 

• The method  
We open the crypto tool and then in the template we write substitution, after that we 
choose the Monoalphabetic Substitution Analyzer. Then we will find input of the cipher 



text box, there, we paste the cipher text and wait untill it is done. Then the plain text will 
appear in the output plaintext box.  
 

 

 

Transposition cipher, 3.txt 
Crypto tool 2 was used to decrypt the transposition cipher text below: 

ing in drove the Donkey out of doors with sticks and stones     THE ONEEYED DOE   A DOE blind in one eye used to 
graze as near as she could to the edge of a cliff so that she might keep her blind eye to the water while with the other 
she kept watch against the approach of hunters or hounds on the shore  Illustration  Some boatmen sailing by saw her 
standing thus on the edge of a cliff and finding that she did not perceive their approach they came very close and taking 
aim shot her  Finding herself wounded she said O unhappy creature that I am to take such care as I did against the 
dangers of the land and then after all to find this seashore to which I had come for safety so much more perilous     THE 
CAMEL   WHEN man first beheld the Camel he was so awed by his vast size that he fled away from him in terror  But 
after a time perceiving the meekness and gentleness of the animals temper he summoned courage to approach him The 
Camel so readily obeyed the commands that were given him and s cGFOiIg 
 

• The method  
We open the crypto tool 2. Then we write transposition cipher, then a list will appear and in 
that list we click on the transposition brute-force analysis. Then, we click in settings of the 
transposition analyzer and we find some settings. First we need to make sure the method is 
bruteforce analysis. Then we chose the length of the keyword which is 7.  Also we only need 
to tick the box that has R-C-R. Then we paste the cipher text in the box of text input. After 
that we click start then we wait until it is done. Then we find the decrypted text on the box 
of text output. 
 
 
 
 

Vigenere cipher, 1.txt 
Crypto tool 2 was used to decrypt the transposition cipher text below: 

h YOU one orTWo of mY TRicks bUT iT is nOT Wise tO TrUst aNOTher we MUSt eachTake caRe for hiMSelfTheSe 
wordS Were haRdlY spOKen wheN a pack of hoUnds came upoN Them infUll crYthe Cat bY Means of heR one 
WellproVed SafegUaRd raN Up a tree andsat SerenelY among the bRancheS this iS mY waY She Said TO The FoXwhat 
is YOURs to bethe FoX WiTh alL hiS thoUSand trickS was NOT able TO get oUT OfSighT and felL a pRey tO The 
dogStHE MONkEy AND THE CATA MonKEy and a Cat liVed in the Same faMIlY and iT Was haRd To telLWhich 
WaS The greaTer thiefOne daY aS theY WeRe roaMing togeTher theY Spied Some cheSTnutsROaSting In The aSheS of 
a fIreCome Said the cUnning monkeY We Shall NOT go diNNeRlesS TodayyOUr claWS are betTer Than MIne for The 
PurpOSe Pull The chesTNUTs oUTOf The aSheS and YOU ShalL haVe haLfPUss pULled theM oUt bURNing heR 
PaWs veRY mUch iN doing sO when shehad stoLen everY One she TUrned tO The MonKeY for heR Share Of 
TheboOTY but tO heR chagRin she cOUld 
 

 
• The method   

We open the crypto tool and we write in the template box vigenere cipher analysis. Then we 
paste the cipher text in the input box and wait until we see the plain text on the output box. 



 

 

Question 5  
 

All four candidate pair don’t decrypt the cipher text 

 

Assuming letters numbering start from 0  

A = 0, B = 1 ,  C = 3……  Z =25.  

The formula is in the picture below: 
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